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Concept of Multi Level Security and Introduction of MiSEALs
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Multi level security (MLS) is a concept of information security assurance model to control all
security labeled data objects in a single system using trusted operation system. It is mandatory
concept for system that deals with sensitive national security and defense intelligence. This paper
describes the concept of MLS and our “MiSEALS” product introductions.
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SEW

(1) "Cybersecurity Must Balance ‘Need to Know'
and ‘Need to Share” "
http://www.defense.gov/news/newsarticle.
aspxrid=62040

(2) Part 1, Sec. 1.2, "Executive Order 13526 of
December 29, 2009, Classified National Security
Information"
http://www.gpo.gov/fdsys/pkg/FR-2010-01-05/
pdf/E9-31418.pdf

(3) DCID 6/4, 1.h, “Personnel Security Standards
and Procedures Governing Eligibility for Access
to Sensitive Compartmented Information (SCI)”
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(4)

(5)

(6)

(7)

http://www .fas.org/irp/offdocs/dcid6-4/dcid6-4.
pdf

"Executive Order 13556 of November 4, 2010;
Controlled Unclassified Information”,
http://www.gpo.gov/fdsys/pkg/FR-2010-11-09/
pdf/2010-28360.pdf

E2.1.47, ENCLOSURE 2, DODD 5200.28,
http://csrc.nist.gov/groups/SMA/fasp/
documents/c&a/DLABSP/d520028p.pdf

Defense Data Network (DDN) Defense Secure
Network (DSNET) ,
https://www.fas.org/irp/program/disseminate/
ddn.htm

NetTop® Registered Trademark of National
Security Agency,

http://www.nsa.gov/research/tech_transfer/
fact_sheets/nettop.shtml

(8) Cross Domain Enterprise Service, Information
Assurance Support Environment (IASE)
sponsored by Defense Information Systems
Agency (DISA) ,
http://iase.disa.mil/cds/
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